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Abstract: This paper presents a dynamic broadcast encryption scheme applicable to the collaborative de-
sign model. The new scheme uses the ID card as the parameters to successfully solve the private key es-
chewing problem via combining the broadcast encryption model with the certificateless cryptography theo-
ry. In this scheme, every member can encrypt and transmit the designed documents, but it is only the
members in the appointed design team who can decrypt the encrypted documents. The analytical results
indicate that this scheme is secure under the discrete logarithm assumption and needn’t require the addi-
tional hardware equipment in the wireless sensor network under the affordable public key cryptography
system, whereby this scheme is not only a node applicable to the sensor but also an attractive security
conclusion in its applicable realm.
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