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Image Encryption Algorithm Based on High Dimensional Chaotic Cat Maps
BAO Fang, LI Jun, LI Xu
(College of Automation, Guangdong University of Technology, Guangzhou 510006, China)
Abstract; A 4D dimensional extensive cat map and a novel fast image encryption algorithm based on the
map are proposed in this paper. The 3D extensive cat map is extended to a 4D extensive cat map. The
pixel coordinates and the grey values of images can be used as the initial conditions of the 4D extensive
cat map,and the mapping parameters and the number of iteration can be used as the secret keys to a-
chieve image encryption. In comparison with the usual low dimension chaotic cat map encryption algo-
rithm, this algorithm is of higher security and faster encryption speed. It can be used as a sub-model in
the encryption system, which can be served for encryption transmissions of images, data blocks and visual

images in conventional networks as well as wireless sensor networks with the medium or high speed.

Key words: image encryption; chaos; cat map

B RIBE T R B 2 R FRhE Jr e — i
2 —AER LG T ARER Y, R
TR 205 22 e rp R A BN IR TR T . A%
GEARXSPRAIAR RS B 8 0 X T 15 5 L R L R A
B R = TCAR R 1) 2 RS B UL A R &
SR 1P 2 L EL N SN R AP B PN (N
T TR T ) 4 4 M 02 P e DR Il R AT PR AR AR 3K A
PR L SRR Y O . LR AR T A A
Baker map ,Cat map Line map %5 , M FH £ (9 J LA
ik, X BB A TR AT B, S YT ROBU N AL 288
JEYEEVE R T R B S Y BORE A A
Ak 2 A 1S M R R
LS5 PR O 65 2R GE 5 ) WA 1 5 s, A TR 2 AR
G Al 2 AUIR A WSt AR R Sk 2 e
AN SRR 4 DR =2 SO WS 5k IR R

IWFE HEE: 2011-12-03

P RT3, e B LS T Logistic pRER
AT S B A B A B A TR A, (XL
IPEREVISE IS D AU, AR T S ik
WS HRIEIR DBl Jy 2 BIE , 4 SCA kSt
HEALIPSE R S g (3 B I PN )
Lyapunov #8405 B 22 (19 4 ] SO K0T X 475 4%
TR SO A P GO s s B R A B
Z3 (], I H A 80 (190 e 48 AR m] 3RA5 35 59 73 A
PR 565 3C, ST PO AT B e 1 00 T R S wfe
JEE i H i A] £ B 9225 Sk 1 R LS I IE

1 A4S RRET bb 30 2 ) T i 5 R FE R &t

WSt (Cat map) fx L2l Amold 5] A",

BEL£WE: BXBARBSFEL N E (U0935002) ;)7 /R4 B AFF= 34 7T B H (9151009001000030) .
TEZ @I M55 (1967-) , 20, e A\ B 2%, 1 BE5 7 1a A M AL ¥ 4R o E-mail ; fainabao@ 126. com,,



194

PU2E BT R 2274 (2012) 55 28 545 2 ]

DR R 28 T — st 1 1 Pl A 7 il s T 75 45 , L
.

) o

A, oy, BORTRHI AL 0 <w,,y, <1 (n =0,
1,2,-) o (x,,y,) MR =S 18] g BRI e 507 1 D7 B
[O,1] x [0, 1] P4, Jifi W S5 A6 1 1 5 B A A W el
FrANERRLAR RLATE FEE «, |y, BB R SR)E 3T
B Gl «, |y, XATERALETTEN) , BA

ANUF TR G AN BA Y AE A BRI 2R 4T A2
P B AR REE

B B 1 At ke S5 E S (1) B, B+, Ly,
(n=0,1,2,-) PYPOERBO AT E 4, A2
R SO -

(x,m) _ Cz(x")(mod N).C, = (1 a )(2)
Vsl Y, b ab +1

K a,b, N NIEEH ., ATUHEH(2) S5 a,b L)
N R, SR ab e N

FWIIAAE %0, y0 FIEEEE W x, 5, (n =0,1,2,
o) W IE R, BT AL S A L (2) SR B

;H\:EF'N%E%@’ ai’bi(i = x7y7z) S NE%IE%%%&O

2.2 [MU4ES XIHRRGT

xn+l xn, 1 + axazb_y
yn+l = 3 yn (mOd N) ’C3 = bz + axb} + axazb) bz
Z,0 z, abb, +b,

T SRS B AL e DT B A A T, T e PR AR
F AR BORBEMEAE D (2) W00 (E 47 25 A ROR S BE
BRI . X T BB SR AR A8 1 1 s (x,
yo) A (o y, ) FARFARARE T SO S 1AL
YA AR 5 B 29 ST 3 50 A 14 3 S 3 vl LA
PRUE 25— R YR K BE LB A, T s 1T 1y Ak
JE 7 T ol A R E T LA R S B ) o
GNP ESEES VS bl SNib

2 N BRI 4T IR ST Y
iR

AT gy =GR SO B SOFRLY R 2=
DUZE) AL . BT = 43 ULk Y AR AT
K ) SOMWEST e 2 S = A n /N 2, B iy 7 e R
1] S TR RIS A i U, I D L DO 4 T S RS
PSRRI R IR R R R DR S =R SR &
RS
2.1 =4 EBREY

SCHRLL 1R 4k ORI (2) 978 o = 4T
SCRWRSPS -

a, a, +aa, +aaab,
ab, +1 aa, +aaabb +aab, +aab, +a, |(3)

b, aabb +ab, +ab +1

S AT 4 A T T LS UM =4 SR (3) B SRRSO
15 (x,y,2) ZHRZS AT =4 ORI, T4 y,0 = v, , (3) W45

X, x, 1 +a.ab, a, a, +aa.(ab, +1) 0
Vs Y, b, + (ab, +1)ab, ab +1 ba, +(ab, +1)a(ab, +1) 0
L= [(med V)0, = | | o (4)
Zy41 z, (ab, +1)b, b, (ab, +1)(ab, +1) 0
7n+1 yn 0 0 O l
1E (x,y,y) ZHEASRIEAT =48] SORMLST, RN % 2., = 2, ,#1(3) Al 45
L %, l+aab, a, 0 a, +a,a,(ab, +1)
Yot | _ 0, Y (mod N) .0, = b, + (ab, +1ab, ab, +1 0 ba, +(ab, +1)a(ab +1) (5)
24l 2, 0 0 1 O
YIL+1 771 (axbr + l)b) bx 0 <axbx + 1)((1},1)), + 1)
1E (%,2,y) ZYEAS AT = 4E) SOMWSS , [RIN % v, = v, s H1(3) Al 45
L %, 1 +a,ab, 0 a, a, +a.a,(ab, +1)
ylH— y". O 1 0 0
"= 0, (mod N),Q, = (6)
Z, z, b, + (a,b, +)ab, 0 ab, +1 ba +(ab, +1)a(ab, +1)
Vst Y. (ab, +1)b, 0 b, (ab, +1)(ab, +1)

1E (y,z,y) ZHEASIRIEAT =46 SORMBRYS, RN %« = «, , #1(3) ATHG



8657 55 LT AR SO RS B RGN 8 Bk 195
xn+l xn 1 0 0 0
1 +a,a.b, . +a, b +1
=) (mod )0, = " “roneh g,
Z,u z, 0 b, +(ab, +Dab, ab, +1 ba +(ab, +1)a,(ab +1)
Vonr Y. 0 (a,b, +1)b, b, (a,b, +1)(ab, +1)

WRAZ.(4) ~ (7) AT AU SURWRSE o - T YR = AER WU 9 B K Lyapunov F84, DA I
Xy x, NS RGNS WIIA AV H U R 5 55 AR L 0T, DU 4E)
Your ¥, SO WS A AVR A P 20 RS B 5 R 52 o

=C, (mod N) , €, =0,0,0,0,
241 z, 1 2R SOMWRI A REA Bl 1 27 RHAIE UL
Vol y Tab.1 Comparison among basic dynamic behaviors of
! ! different dimensional cat maps
(8)

NIRRT R W, TSRS o, =
a,=a,=a,=b =b =b =b, =1,H:
45 240 132 452
C, - 77 411 226 774 (9)
48 256 141 482
12 64 35 121
R YE) SR WS 42 D DR TR, BRIV 2 -
detC, = detC, = detC, =1
2.3 =T NIHBRGTHIE RSN S FHFE
Ve — 53l i BEAS TR Tl S R &8, 7T DAy 2D
TR 52 A 3 e B v N8 T ELAN R 25 R A28 4
wPERE.
MR h 5 Be, SCRk [9 ] A Z i 3l ) &
GEX UG A5 PF OB 5 55 72 B2 1) Lyapunov 45 50
TR BT oA A 2 ST PR AN J5 T &, 48—
I AR T AN RGN HAT DL T AR AE - 1) K9 Lya-
punov $5%. HAEIK Lyapunov 45 B A TR T LS %)
) ey [ S AR B B TN RSt 2) 15
AIBEAR A1 ol TR DE B Y SR F ML B, — 88
FICR R ) 1R A QLI 2 e A A 225 1) ) g — w9/
AW AEH AT AR—E W5 . BA B SR A
R TR ol Bl SR 7T D R AIE B SO 28— R AR 3K
PRI o3 A1 1% 3C, BA BB Bt e ik Uk vEfe
BN XS Logistic B A 73 A1 76 DX I (0, 1) P 3 12
PUAT S, SCHRL 10 ] 25 Hy 1 — b e A 240 D 2 10 2
7k, S BE Logistic WS ™ A= (AR5 73 A BEAL
AR AL S ¥ 5] o3 A B BEAIL AL B 0 T 2 1A R
AL 2. 5 Logistic BEGTAH L, RIVE 2 — ZEA Wt to
AEPRUE I SCH T 1 — 56 A 9 HIU H st n] ZRAFH044 2
I3 R ST, 33X R T R S8 A B AR TR E
HI =28 SO g & L(2) L (3) B (8) 1]
PATHR 2545 S A SR I T I, 2% S0 e S 1) o
fIEAH S 5K Lyapunov $8%, W6 1 pis . iz 1 Al
DTSR, pufi )™ SRS i 2 K Lyapunov 1§ 4020 K

7 iCUN
Zﬁ WSt FRIE(A Lyapunov
ey R4
. o, =2.618,0, =0.382 0.481
N o, =7.184,0, =0.573,
=4 o = 0,243 0.654
" o, =717.269,0, = 0.625,
P oy = 0.080,0, = 0.028 1.64

3 ETHHE HEBRSREGRMEZER L

AR A I B 8 A B A R
H1 T EHGAGR R AR AR AT IR R B BLA 2 U B
WaEit E I T g T d R R A
LTI AU AE M BIUE S 3% S0 BT 722
13 Hec s Il LA 5 i BUR e 41 A
1T 25 R, ARG A A I RCR
3.1 Ef/I#&

ACHE 70 A 8 S5 15 T AT 1, P D e [
BRI 2 % 2 /N5 He WA Iy Berh B MR R
B L fG+1,))  flj+1) Jefli+l,j+1) iz
FHINR 22 46 .

X' = C,X(mod N) (10)
XX =[/G)) fGj+1) fli+1,j) fGi+1,
J+ D1 N B AR R E A i, X =
G S+ 1) fG+ 1) G+ 1)+
1) 1" REY BRI R EH R,
3.2 mEEE

1) BB R Rk B W S5
a;,b;(i = x,y,z,y) € N;

2) A Zegi e =X (2) X AR R A AL E
AT B AL AR R

3) fEdF— W E AL S R (10) HEFT AR
T U AR S WA AR R (YRR

4) FRLIR2) KemEmEE g 2) 3) L5
ke o



196

PU2E BT R 2274 (2012) 55 28 545 2 ]

3.3 MERE
fifp 4 SRR R I SRR A R, B RN
1) BCEMREE Y] B R8O b B
SHa;,bi(i = x,y,2,y) e N GIERSE AR ;
2) BAT AR R UL e, Biia AL
AW

X =C,'X(mod N), C;' =

37
5
8
4

3
0
0

(a) B PR (b) =4

ARt Bz R B L AR A 5K

X041 1 % 1 ab+1 -a
(yn+1)=cz(yn) (mod V), € = ( -b 1 )
(12)
4) BEFPLIR2) KRR TPN 2) 3) BIRER
TR
BT 25 H TR — 1 256 x 256 2R 4 M Lena
BRI T 3R N0 2 SR B 0 A % 1 B R A R
(k=3). B2 & 7R EER o s BRI K
EHITE,

() iR o 1%

BT —i 256 x 256 1R 5 BRI i B T3 45
Fig. 1  Simulation results of encrypting and decrypting an image of 256 x 256 pixels
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Fig.2 Histograms of the raw image and the encrypted images
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Fig.3 Histograms of the images with diffusing gray values by cat maps
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