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Abstract: The assessment model of security situation on the Internet of Things, based on the tra-
ditional evidence theory, obtains the situation BPA value of the Internet of Things through the
specialist experience. The results from the security assessment of the Internet of Things proved
to be unsatisfactory due to lack of the scientific objectivity. This paper puts forward the assess-
ment model of security situation on the Internet of Things based on the improvement of the evi-
dence theory. First, the D-S synthesis rule is used to construct the assessment model of security
situation on the Internet of Things from the three aspects including the mass function, the trust
measurement and the likelihood measurement, with the evaluation results slightly deviant. Then,
the index for acquisition situation will be inputted to the operation layer of GA-BP neural network
to output the best situation of BPA by training and studying. Finally, the accurate results from
the assessment on the security situation on the Internet of Things are to be obtained based on the
fusion process of D-S evidence in view of the best situation of BPA. The experimental results
show that this model can detect the change characteristics of the faults of the cloud computing
server, and acquire an ideal result from the fault diagnosis of the cloud computing server.
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Fig. 1 Network security situation assessment model

of D-S evidence theory
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Fig. 2 Network security situation assessment model

based on improved evidence theory
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Fig. 3 D-S evidence fusion process in the best situation BPA
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Fig. 4 Real network security situation assessment results
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Tab.1 Network security situation assessment results by

this method from 13:00 to 14:00 time period

] B b T 45 R AR R (AL AD
13:10—3:15 (0.902,0. 147)
13:15—3:20 (0.650,0. 300)
13:20—3:25 (0.568,0.481)
13:25—3:30 (0.283,0.586)
13:30—3:35 (0.089,0.771)
13:35—3:40 (0.293,0.662)
13:40—3:45 (0.504,0.312)
13:45—3:50 (0.902,0.147)
13:50—3:55 (0. 834,0.230)
13:55—4:00 (0.652,0.300)
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Tab. 2 Input and output of samples

- FEA A FEA K
X X X N A 0
1 240 340 0 9 0.19  0.69 0.09
2 250 350 0 11 0.14 0.74 0.09
3 290 330 0 9 0.29 0.54 0.04
4 170 280 0 8 0.54 0.39 0. 04
B) 140 260 0 6 0.64 0.29 0. 04
6 310 290 0 14 0.24 0.69 0. 04
7 190 300 0 5 0.44  0.49 0. 04
8 210 330 0 7 0. 44 0. 49 0. 04
9 280 361 0 15 0.09 0.79 0.09
10 320 320 0 14 0.19 0.74 0.04
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Fig.5 Proposed method network security situation

assessment error change diagram
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Tab. 3 Comparison of performance by different methods
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Fig. 6 BPA value evaluation results by three methods
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Tab.4 Time situation BPA

G5 N A 0

T, 0.145 4 0.523 3 0. 308
T, 0.028 7 0.828 3 0.120 9
T, 0.062 7 0.755 1 0.16

T, 0.019 9 0.819 9 0.15

T, 0.013 3 0. 83 0.134 4
Ty 0.070 2 0. 831 0.082 5
T, 0.034 5 0. 831 0.148 7
Ty 0.030 6 0.807 1 0.15

T, 0.062 2 0.840 9 0.084 5
T, 0.073 4 0. 801 0.102 4
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Tab.5 Fusion situation of time points BPA

T N A 0
m; 0.1454 0.523 3 0.3081
m; @ m, 0.0331 0.766 0.1766
m; @ my, @ my 0.0701 0.81 0.1016

m; ®m2®m3®ml
m @m @my my @ mse+ 0.003

0.0154 0.876 8 0.097 4

0.946 7 0.040 9
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Fig. 7 Situation recognition rate by two methods
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